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               Wireless Network Management System Checklist

WIRELESS NETWORK MANAGEMENT SYSTEM

PLANNING CHECKLIST

A Wireless Network Management System (WNMS) should enable network administrators and help-desk personnel to manage and troubleshoot an extended wireless network which serves a diverse user population who are equipped with a wide range of mobile computing devices and connect from many locations through access points that could number into the thousands.
This document provides organizations planning a wireless network with a complete checklist of the key features and capabilities they should expect to find in a wireless network management solution.
NOTE: Getting information sufficient to check a box “yes” or “no” on this list will not by itself insure that the product you choose is the right one.  Competing products may both deliver a feature, yet be very different, due to the scope of the competing features, how they are achieved, how easy it is to use them, or other factors.  This sheet is an initial checklist of the features you should find in a WNMS.  You may need to investigate further to insure those features which are of critical importance to you deliver what you require.  
	General Requirements 
	AMP
	Prod. A
	Prod. B

	1. Does it comply with all relevant IEEE and WiFi Alliance standards?
	
	
	

	2. Does it support up to thousands of wireless nodes, with the ability to manage and monitor each node individually or as part of a group? 
	
	
	

	3. Does it provide a browser-based user interface (multiple browsers)?
	
	
	

	4. Does it run on standard server hardware or is it a hardware appliance. 
	
	
	

	5. Does it provide different levels of management access to accommodate different support roles? Does it offer roles which both permit and deny the ability to change and/or modify device  configurations?
	
	
	

	6. Can it assign different management privileges for subsets of wireless APs?
	
	
	

	7. Can each IT support user be assigned a unique user ID and password?  Will actions taken by that user be logged individually for accountability? 
	
	
	

	8. Is there at least nightly backup of all critical data? 
	
	
	

	9. Does it provide simple restoration in the event of hardware failure?
	
	
	

	10. Does it include comprehensive help files?
	
	
	

	Wireless Router (AP) Discovery
	AMP
	Prod. A
	Prod. B

	A basic WNMS function is the ability to efficiently discover and assume management control over the existing wireless infrastructure and new APs and wireless controllers as they are added, without disrupting network performance.
	
	
	

	1. Does it support automatic discovery of both new and existing access points via both upper layer methods (SNMP and HTTP scanning) as well as Layer 2 discovery mechanisms (OSU-NMS, CDP, WNMP, etc.)?
	
	
	

	2. Does it provide a mechanism by which administrative users determine whether to bring a newly discovered AP under management? 
	
	
	

	3. Can it import the current configuration settings from any discovered AP and automatically generate a discrepancy report highlighting any variance between the existing device configuration and pre-defined network policies?
	
	
	

	4. Does it let support users ‘monitor’ a newly discovered AP without applying configuration changes?
	
	
	

	5. Does it provide automated provisioning that will automatically configure any newly discovered APs to ensure compliance with network security policies?  
	
	
	

	6. Can the automated provisioning feature be disabled?
	
	
	

	Configuration Management
	AMP
	Prod. A
	Prod. B

	A WNMS must give network administrators the ability to define central network configuration policies and apply those policies across the entire wireless network infrastructure, covering access point and router hardware from multiple vendors.  
	
	
	

	1. Does it support configuration of wireless access points from many leading hardware vendors, or only one vendor? Attach a complete matrix of all AP makes, models, and firmware versions which are supported. Does it support: 
	
	
	

	· Cisco Aironet
	· 
	· 
	· 

	· Cisco Airespace
	· 
	· 
	· 

	· Symbol
	· 
	· 
	· 

	· Proxim
	· 
	· 
	· 

	· ProCurve by HP
	· 
	· 
	· 

	· Enterasys
	· 
	· 
	· 

	· Avaya
	· 
	· 
	· 

	· Colubris Networks 
	· 
	· 
	· 

	· Nomadix
	· 
	· 
	· 

	· LANCOM Systems
	· 
	· 
	· 

	· Intermec
	· 
	· 
	· 

	· Dell
	· 
	· 
	· 

	· 3Com
	· 
	· 
	· 

	· Other __________
	· 
	· 
	· 

	2. Can it manage all APs from one common user interface?
	
	
	

	3. Does it permit configuration of variable settings on supported APs?
	
	
	

	4. Does it support configuration of 802.11b, 802.11g, and 802.11a APs?
	
	
	

	5. Does it support all major configuration protocols, including:
	
	
	

	· SNMPv1
	· 
	· 
	· 

	· SNMPv2
	· 
	· 
	· 

	· SNMPv3
	· 
	· 
	· 

	· HTTP
	· 
	· 
	· 

	· HTTPS
	· 
	· 
	· 

	· Telnet/CLI
	· 
	· 
	· 

	· SSH/CLI
	· 
	· 
	· 

	6. Does it permit implementing configuration changes globally to all APs, to specified “groups” or subsets of APs, or to an individual AP? 
	
	
	

	7. After making configuration changes, can it verify that the change(s) have been successfully implemented?
	
	
	

	8. Can administrative users define ‘groups’ of APs (up to 1000 groups) by any location, function, brand, etc. for distributed management and monitoring? 
	
	
	

	9. Is there support multiple encryption modes, including the following:
	
	
	

	· WEP
	· 
	· 
	· 

	· WEP+802.1x
	· 
	· 
	· 

	· LEAP
	· 
	· 
	· 

	· LEAP+802.1x
	· 
	· 
	· 

	· WPA
	· 
	· 
	· 

	· WPA/PSK
	· 
	· 
	· 

	10. Does it permit different encryption modes to be implemented on different subsets of wireless APs? 
	
	
	

	11. Does it support configuration and monitoring of wireless access points with two radios? Can each radio be configured independently?
	
	
	

	12. Can it configure multiple VLANs and SSIDs per wireless access point? Can it apply all supported encryption modes to any VLAN/SSID?
	
	
	

	13. Can it apply a configuration change immediately and at a scheduled time?
	
	
	

	14. Can it configure wireless APs behind NAT gateways? 
	
	
	

	15. Can it provide protocol port mapping on a per AP basis for any AP behind a gateway?
	
	
	

	16. Can it provide a full audit trail for all configuration changes, including user and date/time?
	
	
	

	Audit Management & Policy Enforcement
	AMP
	Prod. A
	Prod. B

	Because a major threat to wireless security comes from misconfigured and unconfigured access points, a WNMS must be able to audit the configuration of the wireless network  infrastructure on an ongoing basis, identifying any devices that do not comply with policies, and take automatic  corrective action.
	
	
	

	1. Does it audit all managed wireless access point to ensure that configuration and encryption settings comply with centrally defined policies? 
	
	
	

	2. Can it conduct configuration audits at scheduled intervals?  Can this function be disabled to reduce network traffic if desired?
	
	
	

	3. Does it display onscreen a report specifying exact AP configuration settings that do not comply with predefined policies? 
	
	
	

	4. Does it automatically repair any AP configurations not in compliance? 
	
	
	

	5. Can it provide inventory reports and other information to assist with Sarbanes-Oxley compliance, if required?
	
	
	

	Network & User Monitoring
	AMP
	Prod. A
	Prod. B

	Day to day, the chief function of a WNMS is to gather, display, and analyze real-time performance information from the wireless network which will enable the operator to handle problems, monitor performance, and manage all elements.
	
	
	

	1. Does it display a ‘dashboard’ with real-time wireless network use information including:
	
	
	

	· # of managed devices
	· 
	· 
	· 

	· # of connected users
	· 
	· 
	· 

	· # of alerts
	· 
	· 
	· 

	· # of unauthorized rogue devices
	· 
	· 
	· 

	· Cumulative bandwidth usage
	· 
	· 
	· 

	2. Does it collect, analyze and display real-time and historical data from every AP, including:
	
	
	

	· # of connected clients
	· 
	· 
	· 

	· Bandwidth utilization
	· 
	· 
	· 

	· AP make/model
	· 
	· 
	· 

	· AP firmware version
	· 
	· 
	· 

	· “dot11” Counters
	· 
	· 
	· 

	3. Is all information graphically represented?
	
	
	

	4. Does it include a user/device ‘search’ function to allow support users to quickly locate any device or user on the network?
	
	
	

	5. Does it recognize and report client device roaming patterns, including APs used, connection time per AP, and failed roaming attempts? 
	
	
	

	6. Does it collect, analyze and display both real-time and historical performance data from every connected client, including:
	
	
	

	· Bandwidth utilization, 
	· 
	· 
	· 

	· RF signal quality
	· 
	· 
	· 

	· Authentication status/time
	· 
	· 
	· 

	· AP roaming patterns
	· 
	· 
	· 

	· Connection time and duration
	· 
	· 
	· 

	· “First seen/Last seen” date/time
	· 
	· 
	· 

	· Username
	· 
	· 
	· 

	· MAC address
	· 
	· 
	· 

	· IP address
	· 
	· 
	· 

	· Device vendor
	· 
	· 
	· 

	7. Can it support configurable polling intervals and SNMP timeout/retries to ensure proper functioning, even in high-latency environments? 
	
	
	

	8. Can polling intervals vary among different groups of APs?
	
	
	

	9. Does it include a radio frequency (RF) visualization function? 
	
	
	

	10. Does the RF visualization function allow the support user to see:
	
	
	

	· Real-time RF coverage areas
	· 
	· 
	· 

	· RF ‘heat maps’
	· 
	· 
	· 

	· Client/user location
	· 
	· 
	· 

	· Channel maps
	· 
	· 
	· 

	Rogue Access Point Detection
	AMP
	Prod. A
	Prod. B

	The WNMS must provide a reliable, accurate way to detect rogue APs which also minimizes ‘false positive’ results. Must be able to detect rogue APs without reliance on separate hardware RF sensors or probes.
	
	
	

	1. Can it automatically detect unauthorized ‘rogue’ access points using existing, managed APs to conduct RF scans?
	
	
	

	2. Can it use wired network discovery techniques to detect rogue APs that are not within range of any other APs or wireless sensors? 
	
	
	

	3. Does it include filtering or ‘scoring’ mechanisms to distinguish benign from hostile rogues and to minimize ‘false positives?’
	
	
	

	4. Does it have a way (i.e., client software for WiFi devices) to wirelessly detect rogue APs out of range of existing APs without sensors or probes? 
	
	
	

	5. Can it locate rogue APs and identify the port the rogue is connected to?
	
	
	

	6. Does it include a rogue location function that triangulates the likely physical location of the rogue device, using all available RF data?
	
	
	

	7. Does it provide the following to assist in locating any discovered rogue APs?
	
	
	

	· SSID
	· 
	· 
	· 

	· RSSI (Signal Strength)
	· 
	· 
	· 

	· WEP Bit
	· 
	· 
	· 

	· IP Address
	· 
	· 
	· 

	· MAC address
	· 
	· 
	· 

	· LAN MAC
	· 
	· 
	· 

	· Switch & port
	· 
	· 
	· 

	8. Can it show how and when the rogue AP was discovered?
	
	
	

	9. Can it differentiate between ad-hoc and infrastructure network devices?
	
	
	

	10. Is it able to stop reporting about devices determined not to be a threat?
	
	
	

	Firmware Distribution & Management
	AMP
	Prod. A
	Prod. B

	Wireless network hardware manufacturers are regularly updating the firmware on their devices.  A WNMS must automatically update firmware on wireless LAN infrastructure devices and verify successful completion of the updates.
	
	
	

	1. Does it support all protocols required (tftp, SNMP, HTTP, etc.) which allow firmware to be remotely upgraded on all supported makes and models of AP? 
	
	
	

	2. Can it store and catalog firmware versions by make and model of AP?
	
	
	

	3. Are users able to define a ‘minimum acceptable’ firmware version for each make and model of AP supported?
	
	
	

	4. Can it automatically detect and update any APs with ‘down-rev’ firmware?
	
	
	

	5. Can it determine new and deprecated settings between firmware versions and automatically reconfigure APs to comply with group configuration policies when upgrading or downgrading firmware? 
	
	
	

	6. Will it allow firmware upgrades to be scheduled for any time of the day?
	
	
	

	7. Can it perform system verification prior to any scheduled firmware or operating system upgrade to ensure that the upgrade will be successful?
	
	
	

	8. Can it validate than a firmware or OS upgrade has been successful? 
	
	
	

	9. In the case of upgrade failure during a scheduled group upgrade, can the WNMS detect the failure, stop the group upgrade process, and alert an administrator?  (Function required even if an external tftp server is utilized.)
	
	
	

	Diagnostics & Alerts
	AMP
	Prod. A
	Prod. B

	A WNMS is used to diagnose, assign severity codes, and alert IT staff when problems occur that may impact users or network performance. It should provide sufficient information and controls to permit efficient resolution.
	
	
	

	1. Can it automatically generate the following alarms on a 24x7 basis: 
	
	
	

	· Deviation from security/configuration policies (misconfigured AP)
	· 
	· 
	· 

	· New APs discovered
	· 
	· 
	· 

	· Rogue wireless networks or APs discovered
	· 
	· 
	· 

	· Overlapping RF channel assignments detected
	· 
	· 
	· 

	· Excessive AP usage (bandwidth or connected clients)
	· 
	· 
	· 

	· Excessive bandwidth usage by individual clients
	· 
	· 
	· 

	· ‘Down’ (unmanageable) APs, 
	· 
	· 
	· 

	2. Is there a clearly visible link to all unresolved alerts throughout the UI?
	
	
	

	3. Can support users assign a severity code for every type of alert?
	
	
	

	4. Can it filter alerts by severity code?
	
	
	

	5. Can users acknowledge and/or delete alarms in the WNMS user interface?  
	
	
	

	6. Will it deliver alerts via email, console, and through traps to existing Fault Management Systems (such as HP OpenView)?
	
	
	

	Trend Reporting
	AMP
	Prod. A
	Prod. B

	The WNMS must report on performance, current use patterns, identify potential areas of vulnerability, and deliver a full set of exportable performance reports that can cover both current and historical data in graphical form.
	
	
	

	1. Must provide at minimum the following reports:
	
	
	

	· Access Point Inventory Report (listing all devices on the WLAN)
	· 
	· 
	· 

	· Client Session Report (listing each individual client session, duration, and cumulative bandwidth usage)
	· 
	· 
	· 

	· Network Usage Report (WLAN usage by time of day)
	· 
	· 
	· 

	· Most/Least Utilized AP Report
	· 
	· 
	· 

	· Uptime Report (Uptime by AP)
	· 
	· 
	· 

	2. Is all data from the WNMS reports exportable?
	
	
	

	3. Can the WNMS reports be customized to run for specified groups of APs and/or for specified periods of time?
	
	
	

	4. Can use and performance data be retained for a year or more?
	
	
	

	5. Can it automatically email reports to a distribution list on a defined schedule?
	
	
	

	Dynamic RF Management
	AMP
	Prod. A
	Prod. B

	Must assist the IT staff in identifying and resolving RF issues on the fly and provide IT full control over the RF settings on all WiFi infrastructure devices. 
	
	
	

	1. Does it automatically identify when contiguous APs (including rogue and/or neighboring APs) are assigned to the same RF channel?
	
	
	

	2. Can it support configuration of AP channel and transmission power settings?
	
	
	

	3. Does it optimize and automate the selection of RF channels? 
	
	
	

	4. Does it display ‘before’ and ‘after’ channel maps for administrator review and approval prior to activation?
	
	
	

	5. Does it provide real-time data and historical trend reports on 802.11 counters for RF trouble-shooting (including RF transmission errors, data rates, etc.)?
	
	
	

	Wireless Network Provisioning and RF Planning
	AMP
	Prod. A
	Prod. B

	The WNMS should provide an easy-to-learn design tool that interoperates with the WNMS and automates the device configuration process. 
	
	
	

	1. Dos it include a graphical wireless site planning tool to assist in the location and RF configuration wireless APs?
	
	
	

	2. Can it import maps in any major format (JPEG, CAD, Visio, etc.)?
	
	
	

	3. Can it automatically calculate estimated RF coverage areas based on the make/model of access point, antenna type, RF transmission power, etc.?
	
	
	

	4. Will it interoperate with the site planning tool to enable AP settings specified in the site plan to be automatically implemented when APs are discovered. 
	
	
	

	Training, Documentation & Support
	AMP
	Prod. A
	Prod. B

	1. Will the vendor provide on-site training sufficient to enable self-support and operation?
	
	
	

	2. Will books and other class materials be included?
	
	
	

	3. Will vendor certification costs, if any, be born by the contractor?
	
	
	

	4. Will the vendor provide documentation in electronic format (Adobe PDF)?
	
	
	

	5. Will the vendor provide technical support and software maintenance? 
	
	
	

	6. Is technical support available by phone, web, and/or e-mail?
	
	
	

	7. What is covered and what is the cost of the vendor’s maintenance program?
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