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D Airwave

AirWave Wireless Inc. is
the leading developer of
wireless network
management and security
software for the enterprise.
The AirWave Management
Platform software provides
a single web-based console
through which IT can plan,
configure, and monitor a
wireless network.

Overview

Situation

There is an increasing
demand for secure,
reliable wireless networks
in hundreds of remote
office locations, with
centralized management
by the IT staff.

Solution

Juniper Networks and
AirWave Wireless provide
a complete security
solution integrating the
Netscreen-5GT and the
AirWave Management
Platform software.

Customer Value

The combination of
AirWave Wireless and
Juniper Networks provides
an easy-to-manage, secure
wireless infrastructure that
scales to support
thousands of locations.

Situation

Businesses today are moving quickly to provide their employees wireless network access
for mission-critical applications. Fortune 500 corporations, retailers, and other large
organizations need to deliver secure Wi-Fi networks not just in their corporate
headquarters, but in hundreds or thousands of remote offices, retail outlets, and home
offices. With wireless networks, security will always be the IT organization’s primary
concern: sensitive corporate data must be protected as it is broadcast through the air and
wireless access points must be protected from unauthorized intruders.

Any wireless security strategy must address four key issues: (1) Encryption/Data Privacy to
protect data that is transmitted wirelessly; (2) Access Control/Authentication to ensure that
only authorized users are permitted to connect to the wireless network; (3) Intrusion
Detection to ensure that no unauthorized ‘rogue’ wireless access points are connected
behind the corporate firewall, and (4) Wireless Network Management to ensure that policies
are uniformly enforced and that IT has full visibility into the wireless network. Centralized
network management is especially critical for large, geographically dispersed networks
covering hundreds of remote locations without onsite IT staff. Only a centralized
management and monitoring solution can the corporation ensure that its wireless network
is as secure as the rest of the network infrastructure.

Solution

Juniper Networks’ Netscreen-5GT Wireless, in conjunction with the AirWave Management
Platform (AMP) wireless network management software, provides a scalable end-to-end
wireless security solution for organizations with remote Wi-Fi networks. The Netscreen-
5GT Wireless is an integrated firewall, VPN, and 802.11b/g wireless access point for remote
office and retail environments. The AirWave Management Platform provides centralized
management of all the Netscreen-5GT devices and detects any other, unauthorized wireless
access points connected to the network.
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Encryption/Data Privacy

The NetScreen-5GT Wireless brings enterprise level security applications, routing protocols
and resiliency features to remote offices, retail outlets or broadband telecommuters that
want to deploy 802.11b/g networks in a secure manner. It supports a wide range of wireless
encryption solutions, including WPA (AES or TKIP), WEP, and IPSEC, to allow the customer
to select the most appropriate policy for its infrastructure.
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Authentication/Access Control

The NetScreen-5GT Wireless supports a wide range of authentication and access control
protocols, including 802.1X port-based authentication for enterprises with a RADIUS server
at corporate headquarters. The Netscreen-5GT Wireless even offers administrators up to
four configurable “Wireless Security Zones” each with a unique SSID that can be used to
provision appropriate levels of security for different types of users (employees, guests,
contractors, etc.).

Intrusion Detection

Remote offices far from corporate headquarters are the most likely places to find
unauthorized ‘rogue’ access points installed by intruders or, more commonly, by
employees themselves. The AirWave Management Platform’s RAPIDS rogue access point
detection module automatically scans your entire wired network and alerts you if any
rogue devices are connected.

Wireless Network Management

The AirWave Management Platform is designed to provide you complete visibility and total
control over your Wi-Fi network. AMP automatically discovers and monitors all the

R T st Netscreen-5GT Wireless devices connected to your network. Through AMP’s web-based
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' Automated alerts tell you whenever unusual usage patterns are detected. AMP logs every
== user session for security audits and provides an integrated reporting module that helps you

- see where your network is being used most heavily and where problems are detected. AMP
— uses minimal network overhead for management and is specifically designed to

AMP’s User-based accomodate with high-latency networks (such as retail outlets with intermittent satellite
connections).

Key Features/Benefits

e End-to-end Security
Juniper Networks and AirWave provide a complete, integrated security solution for
remote offices, retail outlets, and home offices.

e Complete Visibility
With Juniper Networks and AirWave, you not only know that your wireless network is
secure, you can also see real-time information on every user and device connected to
your Wi-Fi network.

Contact AirWave Wireless Inc.
Www.airwave.com

e Enterprise Scalability
The AirWave Management Platform is completely scalable to manage small networks
with less then 25 Netscreen-5GT Wireless devices up to global networks with 10,000 +
wireless nodes.

e Strong Wi-Fi ROI
By using the Netscreen-5GT Wireless, you save money with an all-in-one integrated
firewall and wireless access point. The AirWave Management Platform software puts

www.juniper.net real-time monitoring information at your fingertips to help you prevent problems and
= . ® speed problem resolution.
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